IPv6 Addressing Configuration

Contents
Introduction ........ ... ... .. .. . . 4-3
General Configuration Steps ................ ... ... . .. 4-4
Configuring IPv6 Addressing ................ ... ... .. ... ..., 4-5
Enabling IPv6 with an Automatically Configured
Link-Local Address . ..............0iiiiiii i, 4-6
Enabling Automatic Configuration of a Global Unicast
Address and a Default Router Identityona VLAN ............... 4-7
Operating Notes . .....ootiin i i ie e 4-8
Enabling DHCPVG ............... .. .. .. 49
Operating Notes ........ ..ottt 4-10
Configuring a Static IPv6 Addressona VLAN .................. 4-11
Statically Configuring a Link-Local Unicast Address ............ 4-12
Statically Configuring A Global Unicast Address ................ 4-13
Operating Notes . ........vtiiiiii i 4-14
Statically Configuring An Anycast Address ..................... 4-14
Duplicate Address Detection (DAD) for Statically
Configured Addresses . .......covini it 4-16
Disabling IPv6 on a VLAN . ............. ... it 4-16
Neighbor Discovery (ND) ........ .. ... i, 4-17
Duplicate Address Detection (DAD) ........................... 4-18
DAD Operation ..............iiiiniiin i 4-18
Configuring DAD . ... ... 4-19
Operating Notes ........ ..o 4-20
View the Current IPv6 Addressing Configuration .............. 4-21
Router Access and Default Router Selection ................... 4-27
Router Advertisements . ..............utiirinininnnn 4-27

4-1



IPv6 Addressing Configuration

Contents
Router Solicitations ........... ... i 4-27
Default IPV6 Router. . ... ..., 4-28
Router Redirection ............ ... i 4-28
View IPv6 Gateway, Route, and Router Neighbors ............. 4-29
Viewing Gateway and IPv6 Route Information .................. 4-29
Viewing IPv6 Router Information ............................. 4-30
Address Lifetimes . ............ .. ... . . i 4-32
Preferred Lifetime .. ....... ... . . 4-32
Valid Lifetime . . ... ... 4-32
Sources of IPv6 Address Lifetimes .............. ... .. ... .... 4-32

4-2



IPv6 Addressing Configuration
Introduction

Note

Introduction

Feature Default CLI
Enable IPv6 with a Link-Local disabled 4-6
Address
Configure Global Unicast disabled 4-7
Autoconfig
Configure DHCPv6 Addressing disabled 4-9
Configure a Static Link-Local None 4-12
Address
Configure a Static Global Unicast None 4-13
Address
Configure an Anycast Address None 4-14
Change DAD Attempts 3 4-18
View Current IPv6 Addressing n/a 4-21

In the default configuration, IPv6 operation is disabled on the switch. This
section describes the general steps and individual commands for enabling
IPv6 operation.

This chapter provides the following:
m  general steps for IPv6 configuration
m [Pv6 command syntax descriptions, including show commands

Most IPv6 configuration commands are applied per-VLAN. The exceptions are
ICMP, ND (neighbor discovery), and the (optional) authorized-managers
feature, which are configured at the global configuration level. ICMP and ND
for IPv6 are enabled with default values when IPv6 is first enabled, and can
either be left in their default settings or reconfigured, as needed.) For more
informaton on ICMP, refer to “ICMP Rate-Limiting” on page 8-2. For more on
ND, refer to “Neighbor Discovery (ND) in IPv6” on page 2-9.

For a quick reference to all [Pv6 commands available on the switch, refer to
the “IPv6 Command Index” on page xi at the front of this guide.

Beginning with software release K.13.01, the switch is capable of operating in
dual-stack mode, where IPv4 and IPv6 run concurrently on a given VLAN.
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Note

Note

General Configuration Steps

The IPv6 configuration on switches running software release K.13.01 includes
global and per-VLAN settings. This section provides an overview of the general
configuration steps for enabling IPv6 on a given VLAN and can be enabled by
any one of several commands. The following steps provide a suggested
progression for getting started.

The ICMP and Neighbor Discovery (ND) parameters are set to default values
at the global configuration level are satisfactory for many applications and
generally do not need adjustment when you are first configuring IPv6 on the
switch.

In the default configuration, IPv6 is disabled on all VLANSs.

1. IfIPv6 DHCP service is available, enable IPv6 DHCP on the VLAN. If IPv6
is not already enabled on the VLAN, enabling DHCPv6 also enables IPv6
and automatically configures a link-local address using the EUI-64 format.

If IPv6 is not already enabled on the VLAN, enabling DHCPv6 causes the
switch to automatically generate alink-local address. DHCPv6 does not assign
a link-local address.

A DHCPv6 server can provide other services, such as the addresses of
time servers. For this reason you may want to enable DHCP even if you
are using another method to configure IPv6 addressing on the VLAN.

2. IfIPv6 DHCP service is not enabled on the VLAN, then do either of the
following:

¢ Enable IPv6 on the VLAN. This automatically configures a link-local
address with an EUI- 64 interface identifier.

e Statically configure a unicast IPv6 address on the VLAN. This enables
IPv6 on the VLAN and, if you configure anything other than a link-
local address, the link-local address will be automatically configured
as well, with an EUI-64 interface identifier.

3. If an IPv6 router is connected on the VLAN, then enable IPv6 address
autoconfiguration to automatically configure global unicast addresses
with prefixes included in advertisements received from the router. The
device identifier used in addresses configured by this method will be the
same as the device identifier in the current link-local address.
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4. If needed, statically configure IPv6 unicast addressing on the VLAN
interface as needed. This can include any of the following:

e statically replacing the automatically generated link-local address

e statically adding global unicast, unique local unicast, and/or anycast
addresses

Configuring IPv6 Addressing

In the default configuration on a VLAN, any one of the following commands
enables IPv6 and creates a link-local address. Thus, while any one of these
methods is configured on a VLAN, IPv6 remains enabled and a link-local
address is present:

ipv6 enable (page 4-6)

ipv6 address autoconfig (page 4-7)

ipv6 address dhcp full [rapid-commit] (page 4-9)

ipv6 address fe80:0:0:0:< device-identifier > link-local (page 4-12)
ipv6 address < prefix:device-identifier > (page 4-13)

Note Addresses created by any of these methods remain tentative until verified as
unique by Duplicate Address Detection. (Refer to “Duplicate Address Detec-
tion (DAD)” on page 4-18.)

4-5



IPv6 Addressing Configuration
Enabling IPv6 with an Automatically Configured Link-Local Address

Enabling IPv6 with an Automatically
Configured Link-Local Address

This command enables automatical configuration of a link-local address .

Syntax: [no] ipv6 enable

If IPv6 has not already been enabled on a VLAN by another
IPv6 command option described in this chapter, this command
enables IPv6 on the VLAN and automatically configures the
VLAN's link-local unicast address with a 64-bit EUI-64 inter-
Sace identifier generated from the VLAN MAC address. (Refer
to “Extended Unique Identifier (EUI)” on page 3-14.).
Note: Only one link-local IPv6 address is allowed on the
VLAN interface. Subsequent static or DHCP configuration
of another link-local address overwrites the existing link-
local address.

A link-local address always uses the prefix fe80:0:0:0.

With IPv6 enabled, the VLAN uses received router advertise-
ments to designate the default IPv6 router. (Refer to “Default
IPv6 Router” on page 4-28.)

After verification of uniqueness by DAD, a link-local IPv6
address assigned automatically is set to the preferred status,
with a “permanent” lifetime. (Refer to “IPv6 Address Depreca-
tion” on page 3-25.)

Default: Disabled

The no form of the command disables IPv6 on the VLAN if no
other IPv6-enabling command is configured on the VLAN.
(Refer to “Disabling IPv6 on a VLAN” on page 4-16.)

To view the current IPv6 Enable setting and any statically configured IPv6
addresses per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:
m show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)
m  show ipv6 vlan < vid > (Lists IPv6 addresses configured on the VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 4-21.
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Enabling Automatic Configuration of a Global Unicast Address and a Default Router Identity on a VLAN

Enabling Automatic Configuration of a
Global Unicast Address and a Default
Router Identity on a VLAN

Enabling autoconfig or rebooting the switch with autoconfig enabled on a
VLAN causes the switch to configure IPv6 addressing on the VLAN using
router advertisements and an EUI-64 interface identifier (page 3-14).

Syntax: [no] ipv6 address autoconfig

Implements unicast address autoconfiguration as follows:

If IPv6 is not already enabled on the VLAN, this command
enables IPv6 and generates a link-local (EUI- 64) address.

Generates router solicitations (RS) on the VLAN.

If a router advertisement (RA) is received on the VLAN,
the switch uses the route prefix in the RA to configure a
global unicast address. The device identifier for this
address will be the same as the device identifier used in
the current link-local address at the time the RA is
received. (This can be either a statically configured or the
(automatic) EUI-64 device identifier, depending on how
the link-local address was configured.) For information
on EUI- 64, refer to “Extended Unique Identifier (EUI)”
on page 3-14.) If an RA is not received on the VLAN after
autoconfig is enabled, a link-local address will be present,
but no global unicast addresses will be autoconfigured.

Notes: If a link-local address is already configured on the
VLAN, a later, autoconfigured global unicast address uses
the same device tdentifier as the link-local address.

Autoconfigured and DHCPv6-assigned global unicast
addresses with the same prefix are mutually exclusive on
a VLAN. On a given switch, if both options are configured
on the same VLAN, then only the first to acquire a global
unicast address will be used.

— Continued on the next page. —
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— Continued from the previous page. —

After verification of uniqueness by DAD, an IPv6 address
assigned to a VLAN by autoconfiguration is set to the preferred
and valid lifetimes specified by the RA used to generate the
address, and is configured as a preferred address. (Refer to
“IPv6 Address Deprecation” on page 3-25.)

Default: Disabled.
The no form of the command produces different results,
depending on how IPv6 is configured on the VLAN:

If IPv6 was enabled only by the autoconfig command, then
deleting this command disables IPv6 on the VLAN. (Refer to
“Disabling IPv6 on a VLAN” on page 4-16.)

To view the current IPv6 autoconfiguration settings per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:
m show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)
m  show ipv6 vlan < vid > (Lists IPv6 addresses configured onthe VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 4-21.

Operating Notes

With IPv6 enabled, the VLAN uses received router advertisements to designate
the default IPv6 router. (Refer to “Router Access and Default Router Selec-
tion” on page 4-27.)
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Enabling DHCPv6

Enabling the DHCPv6 option on a VLAN allows the switch to obtain a global
unicast address and an NTP (network time protocol) server assignment for a
Timep server. (If a DHCPvG server is not needed to provide a global unicast

address to a switch interface, the server can still be configured to provide the
NTP server assignment. This is sometimes referred to as “stateless DHCPv6”.)

Syntax: [no] ipv6 address dhcp full [rapid-commit]

This option configures DHCPv6 on a VLAN, which initiates
transmission of DHCPv6 requests for service. If IPv6 is not
already enabled on the VLAN by the ipv6 enable command, this
option also enables IPv6 and causes the switch to autocon-
Sigure a link-local unicast address with an EUI-64 interface
itdentifier.

Notes: A DHCPv6 server does not assign link-local
addresses, and enabling DHCPv6 on a VLAN does not
affect a pre-existing link-local address configured on the
VLAN.

A DHCPv6-assigned address can be configured on a VLAN

when the following is true:

e The assigned address is not on the same subnet as a
previously configured autoconfig address.

e The maximum IPv6 address limit on the VLAN or the
switch has not been reached.

If a DHCPv6 server responds with an IPv6 address assign-
ment, this address is assigned to the VLAN. (The DHCPv6-
assigned address will be dropped if it has the same subnet as
another address already assigned to the VLAN by an earlier
autoconfig command.)

— Continued on the next page. —
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— Continued from the previous page. —

After verification of uniqueness by DAD, an IPv6 address
assigned to the VLAN by an DHCPv6 server is set to the
preferred and valid lifetimes specified in a router advertise-
ment received on the VLAN for the prefix used in the assigned
address, and is configured as a preferred address. (Refer to
the section titled “Address Lifetimes” on page 4-32.)

[rapid-commit]: Expedites DHCP configuration by using a two-
message exchange with the server (solicit-reply) instead of the
default four-message exchange (solicit-advertise- request-
reply).

Default: Disabled

The no form of the command removes the DHCPv6 option from
the configuration and, if no other IPv6-enabling command is
configured on the VLAN, disables IPv6 on the VLAN. (Refer to
“Disabling IPv6 on a VLAN” on page 4-16.)

To view the current IPv6 DHCPv6 settings per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:
m  show ipv6 (Lists IPv6 addresses for all VLANSs configured on the switch.)
m  show ipv6 vlan < vid > (Lists IPv6 addresses configured on the VLAN.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 4-21.

Operating Notes

m Ifmultiple DHCPvG6 servers are available, the switch selects a server based
on the preference value sent in DHCPv6 messages from the servers.

m  The switch supports both DHCPv4 and DHCPv6 client operation on the
same VLAN.

m  DHCPv6 authentication and stateless DHCPv6 are not supported in soft-
ware release K.13.01.

m  With IPv6 enabled, the switch determines the default IPv6 router for the
VLAN from the router advertisements it receives. (Refer to “Default IPv6
Router” on page 4-28.)
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DHCPv6 and statically configured global unicast or anycast addresses are
mutually exclusive on a given VLAN. That is, configuring DHCPv6 on a
VLAN erases any static global unicast or anycast addresses previously
configured on that VLAN, and the reverse. (A statically configured link-
local address will not be affected by configuring DHCPv6 on the VLAN.)

For the same subnet on the switch, a DHCPv6 global unicast address
assignment takes precedence over an autoconfigured address assign-
ment, regardless of which address type was the first to be configured. If
DHCPv6 is subsequently removed from the configuration, then an auto-
configured address assignment will replace it after the next router adver-
tisement is received on the VLAN. DHCPv6 and autoconfigured addresses
co-exist on the same VLAN if they belong to different subnets.

For related information refer to:

RFC 3315: “Dynamic Host Configuration Protocol for IPv6 (DHCPv6)”

RFC 3633: “IPv6 Prefix Options for Dynamic Host Configuration Protocol
(DHCP) version 6”

RFC 3736: “Stateless Dynamic Host Configuration Protocol (DHCP)
Service for IPv6”

Configuring a Static IPv6 Address on a
VLAN

This option enables configuring of unique, static unicast and anycast IPv6
addresses for global and link-local applications, including:

link-local unicast (including EUI and non-EUI device identifiers)
global unicast (and unique local unicast)

anycast
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Statically Configuring a Link-Local Unicast Address

Syntax: [no] ipv6 address fe80::< device-identifier > link-local

m  [fIPv6 is not already enabled on the VLAN, this command
enables IPv6 and configures a static link-local address.

m  [fIPv61is already enabled on the VLAN, then this command
overwrites the current, link- local address with the speci-
fied static address. (One link-local address is allowed per
VLAN 1interface.)

< device-identifier >: The low-order 64 bits, in 16-bit blocks,
comprise this value in a link-local address:
XXXX XXXX & XXXX XXXX © XXXX XXXX : XXXX XXXX

Where a static link-local address is already configured, a new,
autoconfigured global unicast addresses assignment uses the
same device identifier as the link-local address.

Notes: An existing link-local address is replaced, and is not
deprecated, when a static replacement is configured.

The prefix for a statically configured link-local address is
always 64 bits, with all blocks after fe80 set to zero. That is:
fe80:0:0:0.

After verification of uniqueness by DAD, a statically config-
ured link-local address status is set to preferred, with a perma-
nent lifetime. (Refer to “IPv6 Address Deprecation” on page 3-
25.)

Forlink-local addressing, the noform of the static IPv6 address
command produces different results, depending on how IPv6
1s configured on the VLAN:

m  If IPv6 was enabled only by a statically configured link-
local address, then deleting the link-local address disables
IPv6 on the VLAN.

m  [fother IPv6-enabling commands have been configured on
the VLAN, then deleting the statically configured link-local
address causes the switch to replace it with the default
(EUI-64) link-local address for the VLAN, and IPv6
remains enabled. (Formore on the EUI-64 address format,
refer to “Extended Unique Identifier (EUI)” on page 3-14.)

Refer also to “Disabling IPv6 on a VLAN” on page 4-16.
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Statically Configuring A Global Unicast Address

Syntax:. [no] ipv6 address < network-prefix><device-id >/< prefix-length >
[no] ipv6 address < network-prefix>::/< prefix-length > eui-64

If IPv6 is not already enabled on a VLAN, either of these
command options do the following:

m  enable IPv6 on the VLAN

m  configure a link-local address using the EUI-64 format
m  statically configure a global unicast address

If IPv6 is already enabled on the VLAN, then the above
commands statically configure a global unicast address, but
have no effect on the current link-local address.

< network-prefix >: This includes the global routing prefix and
the subnet ID for the address. For more on this topic, refer to
“Prefixes in Routable IPv6 Addresses” on page 3-18.

< device-id >: Enters a user-defined device identity.

< prefix-length >: Specifies the number of bits in the network
prefix. If you are using the eui-64 option, this value must be 64.

eui-64: Specifies using the Extended Unique Identifier format
to create a device identifier based on the VLAN MAC address.
Refer to “Extended Unique Identifier (EUI)” on page 3-14.

After verification of uniqueness by DAD, the lifetime of a
statically configured IPv6 address assigned to a VLAN is set
to permanent, and is configured as a preferred address. (Refer
to “IPv6 Address Deprecation” on page 3-25.)

The no form of the command erases the specified address and,
if no other IPv6-enabling command is configured on the VLAN,
disables IPv6 on the VLAN. (Refer to “Disabling IPv6 on a
VLAN” on page 4-16.)

To view the currently configured static IPv6 addresses per-VLAN, use show run.

To view all currently configured IPv6 unicast addresses, use the following:
m  show ipv6 (Lists IPv6 addresses for all VLANSs configured on the switch.)
m show ipv6 vlan < vid > (Lists IPv6 addresses configured on VLAN < vid >.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 4-21.
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Configuring a Static IPv6 Address on a VLAN

Operating Notes

With IPv6 enabled, the switch determines the default IPv6 router for the
VLAN from the router advertisements it receives. (Refer to “Router Access
and Default Router Selection” on page 4-27.)

If DHCPv6 is configured on a VLAN, then configuring a static global
unicast address on the VLAN removes DHCPv6 from the VLAN's config-
uration and deletes the DHCPv6-assigned global unicast address.

Note that for a statically configured global unicast address to be routable,
a gateway router must be transmitting router advertisements on the
VLAN.

If an autoconfigured global unicast address already exists for the same
subnet as anew, statically configured global unicast address, the statically
configured address is denied. In the reverse case, you can add an auto-
config command to the VLAN configuration, but it will not be imple-
mented unless the static address is removed from the configuration.

Statically Configuring An Anycast Address

Anycast addresses on the switch appear the same as global unicast addresses.
To configure an anycast address on a VLAN, append the anycast keyword to
the same command that is used to statically configure a global unicast address.
(Link-Local unicast addresses cannot be configured as anycast addresses on
the switch.)

Anycast addresses are allocated from the unicast address space, and cannot
be distinguished from other IPv6 global unicast addresses configured on the
switch, except by viewing the address configurations listed per-VLAN in the
show run output. For more information on using anycast addresses, refer to

“Anycast Addresses” on page 3-20.
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Syntax:. [no] ipv6 address < network-prefix >< device-identifier >/< prefix-length >
anycast

If IPv6 is not already enabled on a VLAN, this command option
does the following:

m  enables IPv6 on the VLAN
m  configures a link-local address using the EUI-64 format
m  statically configures an anycast address

If IPv6 is already enabled on the VLAN, then the above
commandss statically configure an anycast address, but has
no effect on the current link-local address.

anycast: Identifies the specified address as an anycast address.
This allows the address to be duplicated (as an anycast
address) on other devices on the same network.

Default: None.

The no form of the command erases the specified anycast
address and, if no other IPv6- enabling command is config-
ured on the VLAN, disables IPv6 on the VLAN. (Refer to
“Disabling IPv6 on a VLAN” on page 4-16.)

To verify the identity of anycast addresses configured for VLANSs to which the
switch belongs, use the show run command.

To view all currently configured IPv6 unicast addresses, use the following:
m show ipv6 (Lists IPv6 addresses for all VLANs configured on the switch.)
m  show ipv6 vlan < vid > (Lists IPv6 addresses configured on VLAN < vid >.)

For more information, refer to “View the Current IPv6 Addressing Configura-
tion” on page 4-21.
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Disabling IPv6 on a VLAN

Note

Duplicate Address Detection (DAD) for Statically
Configured Addresses

Statically configured IPv6 addresses are designated as permanent. If DAD
determines that a statically configured address duplicates a previously config-
ured and reachable address on another device belonging to the VLAN;, then
the more recent, duplicate address is designated as duplicate. For more on this
topic, refer to:

m  “Duplicate Address Detection (DAD)” on page 4-18.
m  “View the Current IPv6 Addressing Configuration” on page 4-21

Multiple, duplicate addresses configured as Anycast on different devices are
special cases of unicast addresses, and are not identified as duplicates by
DAD. Refer to “Anycast Addresses” on page 3-20.

Disabling IPv6 on a VLAN

While one IPv6-enabling command is configured on a VLAN, IPv6 remains
enabled on that VLAN. In this case, removing the only IPv6-enabling command
from the configuration disables IPv6 operation on the VLAN. That is, to disable
IPv6 on a VLAN, all of the following commands must be removed from the
VLAN's configuration:

ipv6 enable

ipv6 address dhcp full [rapid-commit]

ipv6 address autoconfig

ipv6 address fe80::< device-identifier > link-local

ipv6 address < prefix >: < device-identifier >

If any of the above remain enabled, then IPv6 remains enabled on the VLAN
and, at a minimum, a link-local unicast address will be present.
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Neighbor Discovery (ND)

Neighbor Discovery (ND) is the IPv6 equivalent of the IPv4 ARP for layer 2
address resolution, and uses IPv6 ICMP messages to do the following:

m  Determine the link-layer address of neighbors on the same VLAN inter-
face.

m Verify that a neighbor is reachable.
m Track neighbor (local) routers.

Neighbor Discovery enables functions such as the following:
m router and neighbor solicitation and discovery
m detecting address changes for devices on a VLAN

m identifying a replacement for a router or router path that has become
unavailable

duplicate address detection (DAD)
router advertisement processing
neighbor reachability
autoconfiguration of unicast addresses
resolution of destination addresses
changes to link-layer addresses

anycast address operation

An instance of Neighbor Discovery is triggered on a device when a new
(tentative) or changed IPv6 address is detected. (This includes stateless,
stateful, and static address configuration.) ND operates in a per-VLAN scope;
that is, within the VLAN on which the the device running the ND instance is a
member. Neighbor discovery actually occurs when there is communication
between devices on a VLAN. That is, a device needing to determine the link-
layer address of another device on the VLAN initiates a (multicast) neighbor
solicitation message (containing a solicited-node multicast address that corre-
sponds to the IPv6 address of the destination device) on the VLAN. When the
destination device receives the neighbor solicitation, it responds with a
neighbor advertisement message identifying its link-layer address. When the
initiating device receives this advertisement, the two devices are ready to
exchange traffic on the VLAN interface. Also, when an IPv6 interface becomes
operational, it transmits a router solicitation on the interface and listens for a
router advertisement.
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Note:

Neighbor and router solicitations must originate on the same VLAN as the
receiving device. To support this operation, IPv6 is designed to discard any
incoming neighbor or router solicitation that does not have a value of 255 in
the IP Hop Limit field. For a complete list of requirements, refer to RFC 246.

When a pair of IPv6 devices in a VLAN exchange communication, they enter
each other's IPv6 and corresponding MAC addresses in their respective
neighbor caches. These entries are maintained for a period of time after
communication ceases, and then dropped.

To view or clear the content of the neighbor cache, refer to “Viewing and
Clearing the IPv6 Neighbors Cache” on page 5-2.

For related information, refer to:
m  RFC 2461: “Neighbor Discovery for IP Version 6 (IPv6)”

Duplicate Address Detection (DAD)

Duplicate Address Detection verifies that a configured unicast IPv6 address
is unique before it is assigned to a VLAN interface on the switch. DAD is
enabled in the default IPv6 configuration, and can be reconfigured, disabled,
orre-enabled at the global config command level. DAD can be useful in helping
to troubleshoot erroneous replies to DAD requests, or where the neighbor
cache contains alarge number of invalid entries due to an unauthorized station
sending false replies to the switch's neighbor discovery queries. If DAD
verifies that a unicast IPv6 address is a duplicate, the address is not used. If
the link-local address of the VLAN interface is found to be a duplicate of an
address for another device on the interface, then the interface stops
processing IPv6 traffic.

DAD Operation

On a given VLAN interface, when a new unicast address is configured, the
switch runs DAD for this address by sending a neighbor solicitation to the All-
Nodes multicast address (ff02::1). This operation discovers other devices on
the VLAN and verifies whether the proposed unicast address assignment is
unique on the VLAN. (During this time, the address being checked for unique-
ness is held in a tentative state, and cannot be used to receive traffic other
than neighbor solicitations and neighbor advertisements.) A device that
receives the neighbor solicitation responds with a Neighbor Advertisement
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that includes its link-local address. If the newly configured address is from a
static or DHCPv6 source and is found to be a duplicate, it is labelled as
duplicate in the “Address Status” field of the show ipvé command, and is not
used. If an autoconfigured address is found to be a duplicate, it is dropped and
the following message appears in the Event Log:

W < date><time> 00019 ip: ip address < /Pv6-address >
removed from vlan id <vid>

DAD does not perform periodic checks of existing addresses. However, when
a VLAN comes up with IPv6 unicast addresses configured (as can occur during
a reboot) the switch runs DAD for each address on the interface by sending

neighbor solicitations to the All-Nodes multicast address as described above.

If an address is configured while DAD is disabled, the address is assumed to
be unique and is assigned to the interface. If you want to verify the uniqueness
of an address configured while DAD was disabled, re-enable DAD and then
either delete and reconfigure the address, or reboot the switch.

Configuring DAD

Syntax: ipv6 nd dad-attempts < 0 - 600 >

This command is executed at the global config level, and
configures the number of neighbor solicitations to send when
performing duplicate address detection for a unicast address
configured on a VLAN interface.

< 0-600 >: The number of consecutive neighbor solicitation
messages sent for DAD inquiries on an interface. Setting this
value to 0 disables DAD on the interface. Disabling DAD
bypasses checks for uniqueness on newly configured
addresses. If a reboot is performed while DAD is disabled, the
duplicate address check is not performed on any IPv6
addresses configured on the switch.

Default: 3 (enabled), Range: 0 - 600 (0 = disabled)

The no form of the command restores the default setting (3).
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Operating Notes

Averified link-local unicast address must exist on a VLAN interface before
the switch can run DAD on other addresses associated with the interface.

If a previously configured unicast address is changed, a neighbor adver-
tisement (an all-nodes multicast message--ff02::1) is sent to notify other
devices on the VLAN and to perform duplicate address detection.

IPv6 addresses on a VLAN interface are assigned to multicast address
groups identified with well- known prefixes. For more on this topic, refer
to “Multicast Application to IPv6 Addressing” on page 3-21.

DAD is performed on all stateful, stateless, and statically configured
unicast addresses, but not on Anycast addresses.

Neighbor solicitations for DAD do not cause the neighbor cache of
neighboring switches to be updated.

If a previously configured unicast address is changed, a neighbor adver-
tisement is sent on the VLAN to notify other devices, and also for duplicate
address detection.

If DAD is disabled when an address is configured, the address is assumed
to be unique and is assigned to the interface.
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View the Current IPv6 Addressing
Configuration

Use these commands to view the current status of the IPv6 configuration on
the switch.

Syntax: show ipv6

Lists the current, global IPv6 settings and per-VLAN IPv6
addressing on the switch.

IPv6 Routing: For software release K.13.01, this setting is
always Disabled. This is a global setting, and is not configured
per-VLAN. (Refer to “Router Access and Default Router Selec-
tion” on page 4-27.)

Default Gateway: Lists the IPv4 default gateway, if any, config-
ured on the switch. This is a globally configured router
gateway address, and is not configured per-VLAN.

ND DAD: Indicates whether DAD is enabled (the default) or
disabled. Using ipv6 nd dad-attempts 0 disables neighbor
discovery. (Refer to “Duplicate Address Detection (DAD)” on
page 4-18.)

DAD Attempts: Indicates the number of neighbor solicitations
the switch transmits per-address for duplicate (IPv6) address
detection. Implemented when a new address is configured or
when an interface with configured addresses comes up (such
as after a reboot). The default setting is 3, and the range is 0
- 600. A setting of “0” disables duplicate address detection.
(Refer to “Duplicate Address Detection (DAD)” on page 4-18.)

VLAN Name: Lists the name of a VLAN statically configured on
the switch.

IPv6 Status: For the indicated VLAN, indicates whether IPv6 is
disabled (the default) or enabled. (Refer to “Configuring IPv6
Addressing” on page 4-5.)
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Address Origin:

Autoconfig: The address was configured using stateless
address autoconfiguration (SLAAC). In this case, the
device identifier for global unicast addresses copied from
the current link-local unicast address.

DHCP: The address was assigned by a DHCPv6 server. Note
that addresses having a DHCP origin are listed with a 128-
bit prefix length.

Manua:l: The address was statically configred on the VLAN.
IPv6 Address/Prefix Length: Lists each IPv6 address and
prefix length configured on the indicated VLAN.

Address Status:

Tentative: DAD has not yet confirmed the address as
unique, and is not usable for sending and receiving traffic.

Preferred: The address has been confirmed as unique by
DAD, and usable for sending and receiving traffic. The
Expiry time shown for this address by the show ipv6 vlan
< vid> command output is the preferred lifetime assigned
to the address. (Refer to "Address Lifetimes" on page xxx.)

Deprecated: The preferred lifetime for the address has been
exceeded, but there is time remaining in the valid lifetime.

Duplicate: Indicates a statically configured IPv6 address
that is a duplicate of another IPv6 address that already
exists on another device belonging to the same VLAN
interface. A duplicate address is not used.

For example, figure 4-1 shows the output on a switch having IPv6 enabled on

one VLAN.
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ProCurve (config) # show ipvé
Internet (IPv6) Service
IPv6 Routing : Disabled
Default Gateway : 10.0.9.80
ND DAD : Enabled
DAD Attempts : 3
Vlan Name : DEFAULT VLAN
IPv6 Status : Disabled
Vlan Name : VLAN1O
IPv6 Status : Enabled
Address | Address
Origin | IPv6 Address/Prefix Length Status
__________ + — —— o —— —
autoconfig | 2620:0:a03:e102::127/64 preferred
dhcp | 2620:0:203:e102:212:79ff:fe88:2100/64 preferred
manual | fe80::127/64 preferred

Figure 4-1. Example of Show IPv6 Command Output

Syntax: show ipv6 vlan < vid >

Displays IP and IPv6 global configuration settings, the IPv6
status for the specified VLAN, the IPv6 addresses (with prefix
lengths) configured on the specified VLAN, and the expiration
data (Expiry) for each address.:

IPv6 Routing: For software release K.13.01, this selting is
always Disabled. (Refer to “Router Access and Default
Router Selection” on page 4-27.).

Default Gateway: Lists the IPv4 default gateway, if any,

configured on the switch. This is a globally configured
router gateway address, and is not configured per-VLAN.

ND DAD: Shows whether Neighbor Discovery (ND) is
enabled. The default setting is Enabled. Using ipv6 nd dad-
attempts 0 disables neighbor discovery.
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DAD Attempts: Indicates the number of neighbor solicita-
tions the switch transmits per-address for duplicate
(IPv6) address detection. Implemented when a new
address is configured or when an interface with config-
ured addresses comes up (such as after a reboot). The
default setting is 3, and the range is 0 - 600. A setting of
“0” disables duplicate address detection. (Refer to “Dupli-
cate Address Detection (DAD)” on page 4-18.)

VLAN Name: Lists thename of a VLAN statically configured
on the switch.

IPv6 Status: For the indicated VLAN, indicates whether
IPv6 is disabled (the default) or enabled. (Refer to “Config-
uring IPv6 Addressing” on page 4-5.)

IPv6 Address/Prefix Length: Lists each IPv6 address and
prefix length configured on the indicated VLAN.

Expiry: Lists the lifetime status of each IPv6 address listed
Jfor a VLAN:

e Permanent: The address will not time out and need
renewal or replacement.

o date/time: The date and time that the address expires.
FExpiration date and time is specified in the router
advertisement used to create the prefix for automati-
cally configured, global unicast addresses. The Address
Status field in the show ipv6 command output indicates
whether this date/time is for the “preferred” or “valid”
lifetime assigned to the corresponding address. (Refer
to “Preferred and Valid Address Lifetimes” on page 3-
25.)
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ProCurve (config) # show ipv6 vlan 10
Internet (IPv6) Service
IPv6 Routing : Disabled
Default Gateway : 10.0.9.80
ND DAD : Enabled
DAD Attempts : 3
Vlan Name : VLAN1O
IPv6 Status : Enabled
IPv6 Address/Prefixlength Expiry
2620:0:a03:e102::127/64 Wed Jan 23 14:16:17 2008
2620:0:203:e102:212:79ff:feB88:a100/64 Sat Jan 5 05:02:22 2008
fe80::127/64 permanent

Figure 4-2. Example of Show IPv6 VLAN < vid > Output

Syntax: show run

In addition to the other elements of the current configuration,
this command lists the statically configured, global unicast
and anycast IPv6 addressing, and the current IPv6 configura-
tion per-VLAN. The listing may include one or more of the
JSollowing, depending on what other IPv6 options are config-
ured on the VLAN. Any stateless address autoconfiguration
(SLAAC) commands in the configuration are also listed in the
output, but the actual addresses resulting from these
commands are not included in the output.

ipv6 enable

ipv6 address fe80::< device-id > link-local

ipv6 address < prefix >:< device-id >/< prefix-length >
ipv6 address autoconfig

ipv6 address dhcp full [rapid-commit]

ipv6 < global-unicast-address >/< prefix > anycast
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ProCurve (config) # show run
Running configuration:
vlan 10
name "VLANIQ" : :
untagged Al-Al12 Statlcal!y configured IPv6 addresses
e — = = = = — = — —— —— — — appear in the show run output.
ipv6 address fe80::127 link-local
| ipv6 address 2001:db8::127/64 |
I_ipv6 address 2001:db8::15:101/64 anycast .
ipvé address autoconfig = = e—
Commands for automatic IPv6 address
configuration appear in the show run
output, butthe addresses resulting from
these commands do not appear in the
output.
Figure 4-3. Example of Show Run Qutput Listing the Current IPv6 Addressing Commands
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Router Access and Default Router
Selection

Routing traffic between destinations on different VLANs configured on the
switch or to a destination on an off-switch VLAN is done by placing the switch
on the same VLAN interface or subnet as an IPv6-capable router configured
to route traffic to other IPv6 interfaces or to tunnel IPv6 traffic across an IPv4
network.

Router Advertisements

An IPv6 router periodically transmits router advertisements (RAs) on the
VLANS to which it belongs to notify other devices of its presence. The switch
uses these advertisements for purposes such as:

m learning the MAC and link-local addresses of IPv6 routers on the VLAN
(For devices other than routers, the switch must use neighbor discovery
to learn these addresses.)

m  Dbuilding a list of default (reachable) routers, along with router lifetime
and prefix lifetime data

m learning the prefixes and the valid and preferred lifetimes to use for
stateless (autoconfigured) global unicast addresses (This is required for
autoconfiguration of global unicast IPv6 addresses.)

learning the hop limit for traffic leaving the VLAN interface

learning the MTU (Maximum Transmission Unit) to apply to frames
intended to be routed

Router Solicitations

When an IPv6 interface becomes operational on the switch, a router solicita-
tion is automatically sent to trigger a router advertisement (RA) from any IPv6
routers reachable on the VLAN. (Router solicitations are sent to the All-
Routers multicast address; ff02::2. Refer to “Multicast Application to IPv6
Addressing” on page 3-21.) If an RA is not received within one second of
sending the initial router solicitation, the switch sends up to three additional
solicitations at intervals of four seconds. If an RA is received, the sending
router is added to the switch's default router list and the switch stops sending
router solicitations. If an RA is not received, then IPv6 traffic on that VLAN
cannot be routed, and the only usable unicast IPv6 address on the VLAN is the
link-local address.
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Note

If the switch does not receive a router advertisement after sending the router
solicitations, as described above, then no further router solicitations are sent
on that VLAN unless a new IPv6 setting is configured, IPv6 on the VLAN is
disabled, then re-enabled, or the VLAN itself is disconnected, then recon-
nected.

Default IPv6 Router

IfIPv6is enabled on a VLAN where there is at least one accessible IPv6 router,

the switch selects a default IPv6 router. (Refer to “Enabling Automatic Config-

uration of a Global Unicast Address and a Default Router Identity on a VLAN”

on page 4-7.)

m If the switch receives router advertisements (RAs) from a single IPv6
router on the same VLAN or subnet, the switch configures a global unicast
address and selects the advertising router as the default IPv6 router.

m If multiple IPv6 routers on a VLAN send RAs advertising the same
network, the switch configures one global unicast address and selects one
router as the default router, based on the router's relative reachability,
using factors such as router priority and route cost.

m  Ifmultiple IPv6 routers on a VLAN send RAs advertising different subnets,
the switch configures a corresponding global unicast address for each RA
and selects one of the routers as the default IPv6 router, based on route
cost. When multiple RAs are received on a VLAN, the switch uses the
router priority and route cost information included in the RAs to identify
the default router for the VLAN.

Router Redirection

With multiple routers on a VLAN, if the default (first-hop) router for an IPv6-
enabled VLAN on the switch determines that there is a better first-hop router
for reaching a given, remote destination, the default router can redirect the
switch to use that other router as the default router. For further information
on routing IPv6 traffic, refer to the documentation provided for the IPv6
router.

For related information:
m  RFC 2461: “Neighbor Discovery for IP Version 6”
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View IPv6 Gateway, Route, and Router
Neighbors

Use these commands to view the switch's current routing table content and
connectivity torouters per VLAN. This includes information received in router
advertisements from IPv6 routers on VLANs enabled with IPv6 on the switch.

Viewing Gateway and IPv6 Route Information

Syntax: show ipv6 route [ jpv6-addr] [connected

This command displays the routes in the switch's IPv6 routing
table.

ipv6-addr. Optional. Limits the outpul to show the gateway to
the specified IPv6 address.

connected: Optional. Limits the output to show only the gate-
ways to IPv6 addresses connected to VLAN interfaces config-
ured on the switch, including the loopback (::1/128) address.

Dest: The destination address for a detected route.

Gateway: The IPv6 address or VLAN interface used to reach the
destination. (Includes the loopback address.)

Type: Indicates route type (static, connected, RIP, or OSPF).

Distance: The route's administrative distance, used to deter-
maine the best path to the destination.

Metric: Indicates the route cost for the selected destination.
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ProCurve (config) # show ipv6 route

IPv6 Route Entries

“Unknown” Address

to the Loopback Address

Dest : ::/0 Type static
Gateway fe80::213:c4ff:fedd:14b0%v1anl0 Dist. 40 Metric : O

Dest ::1/128 Loopback Address Type connected
Gateway : 100 Dist. 0 Metric : 1

Dest 2001:db8:a03:e102::/64 Global Unicast Address Type connected
Gateway : VLAN1O Configured on the Switch  Dist. 0 Metric : 1

Dest fe80::%v1anl0 Link-Local Address Type connected
Gateway : VLAN10 Conﬁgured on the Switch Dist. 0 Metric : 1

Dest fe80::1%100 el bl et . Type ?onnected
Gateway : 100 Dist. 0 Metric : 1

Figure 4-4. Example of Show IPv6 Route OQutput

Viewing IPv6 Router Information

Syntax: show ipv6 routers [ vlan < vid > |

This command lists the switch’s IPv6 router table entries for
all VLANs configured on the switch or for a single VLAN. This
output provides information about the IPv6 routers from
which routing advertisements (RAs) have been received on the
switch.

vlan < vid >: Optional. Specifies only the information on IPv6
routers on the indicated VLAN.

Router Address: The IPv6 address of the router interface.

Preference: The relative priority of prefix assignments received
JSfrom the router when prefix assignments are also received on
the same switch VLAN interface from other IPv6 routers.

Interface: The VLAN interface on which the path to the router
exists.
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MTU: This is the Maximum Transmission Unit (in bytes)
allowed for frames on the path to the indicated router.

Hop Limit: The maximum number of router hops allowed.

Prefix Advertised: Lists the prefix and prefix size (number of
leftmost bits in an address) originating with the indicated
router.

Valid Lifetime: The total time the address is available, including
the preferred lifetime and the additional time (if any) allowed
JSor the address to exist in the deprecated state. Refer to
“Address Lifetimes” on page 4-32.

Preferred Lifetime: The length of time during which the address
can be used freely as both a source and a destination address
JSor traffic exchanges with other devices. Refer to “Address
Lifetimes” on page 4-32.

On/Off Link: Indicates whether the entry source is on the same
VLAN as is indicated in the Interface field.

For example, figure 4-5 indicates that the switch is receiving router advertise-
ments from a single router that exists on VLAN 10.

Preference : Medium
Interface : VLAN1O
MTU : 1500
Hop Limit : 64

Prefix Advertised

2001:db8:a03:e102::/64

ProCurve (config)# show ipv6 routers
IPv6 Router Table Entries

Router Address : fe80::213:cd4ff:fedd:14b0

Valid Preferred On/OQff
Lifetime (s) Lifetime (s) Link
864000 604800 Onlink

Figure 4-5. Example of Show IPv6 Routers Qutput
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Address Lifetimes

Every configured IPv6 unicast and anycast address has a lifetime setting that
determines how long the address can be used before it must be refreshed or
replaced. Some addresses are set as “permanent” and do not expire. Others
have both a “preferred” and a “valid” lifetime that specify the duration of their
use and availability.

Preferred Lifetime

This is the length of time during which the address can be used freely as both
a source and a destination address for traffic exchanges with other devices.

This time span is equal to or less than the valid lifetime also assigned to the

address. If this time expires without the address being refreshed, the address
becomes deprecated and should be replaced with a new, preferred address.
In the deprecated state, an address can continue to be used as a destination
for existing communication exchanges, but is not used for new exchanges or
as a source for traffic sent from the interface. A new, preferred address and

its deprecated counterpart will both appear in the show ipv6 vlan < vid> output
as long as the deprecated address is within its valid lifetime.

Valid Lifetime

This is the total time the address is available, and is equal to or greater than
the preferred lifetime. The valid lifetime enables communication to continue
for transactions that began before the address became deprecated. However,
in this timeframe, the address should no longer be used for new communica-
tions. If this time expires without the deprecated address being refreshed, the
address becomes invalid and may be assigned to another interface.

Sources of IPv6 Address Lifetimes

Manually configured addresses have permanent lifetimes. The prefixes
received from router advertisements for global unicast addresses include
finite valid and preferred lifetime assignments. Refer to “Unicast Address
Prefixes” on page 3-11.
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Table 4-1. IPv6 Unicast Addresses Lifetimes

Address Source Lifetime Criteria
Link-Local Permanent
Statically Configured Unicast or Anycast Permanent
Autoconfigured Global Finite Preferred and Valid Lifetimes
DHCPv6-Configured Finite Preferred and Valid Lifetimes

A new, preferred address used as a replacement for a deprecated address can
be acquired from a manual, DHCPv6, or autoconfiguration source.
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